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Instagram Scam - sams_jams 
This is a scam. 

The username is different to the account you followed. Quite
often this could be just slightly different, to try and catch you
off guard. 
The number of followers/following doesn’t match the numbers
on the legitimate account. 
Images can be copied, even profile and feed pictures. Look for
discreet discrepancies. In this instance, the real Sam posts jam
pictures every day, yet there is only 1 image on this feed.
The URL is suspicious. Look for strange extensions or sites you
don’t recognise.
Before you click on a link, see if you recognise or trust the
address. If you’re not sure, talk through the suspicious
message with the friend, family member, or organisation to
check its legitimacy.
Be cautious of messages that are very enticing or appealing. If
it seems too good to be true, it probably is.
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Facebook Scam - Dumpling City 
This is not a scam. 

Social media accounts can always get hacked into and taken
over by scammers, however a good first step is to check if the
profile page is genuine. Once you have determined it’s
legitimate, we can investigate some further possible triggers.
Look for personalised details such as your name. Whilst some
scammers may take the time to personalise your message,
many are sent out in large bulk, sometimes thousands at a
time.
Is this something Bree participated in, or is this offer random or
too good to be true? In this case, Bree does occasionally
participate in these events. If the offer seems too good to be
true, then it likely is!
The voucher code details are provided upfront, there is no
encouragement for Bree to click on any links or to provide any
further personal details.
There is no rush or urgency for Bree to claim or redeem her
prize. Placing urgency is a trick scammers often use to hijack
your logical thinking.
A reference to the genuine website is given for further
information instead of alluring Bree to click on any links or
reply with personal information.
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Email Scam - Australian Taxation Office 
This is a scam. 

The sender's details are not from a legitimate government
email account, and does not end with .gov.au. Always check
the sender's details to see if they match the official
organisation they are trying to impersonate.
Subject lines are often tailored to get your attention and entice
you to click into the email.
The email isn't personalised. Scammers will often use generic
emails that they then send out to thousands of people.
No specific timeframe is given, rather a broad sense of
urgency. This is a scammer's attempt to hijack your logical
thinking.
Enforced requests to click on a link, open an attachment or
provide personal details, are good indications of a scam.
Cyber criminals will often go to great efforts to make their
emails look genuine by including terms and phrases that are
seen in legitimate correspondence. They may also try several
attempts in the one email to try to scam you.
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Text/SMS Scam - AUS Express 
This is not a scam. 

This text message was sent using the ‘TNT_Express’ sender ID.
However, it is important to note that this may also apply to
fraudulent messages, as scammers are increasingly altering
and improving their messaging and presentation to try to trick
and catch you out.
Parcel delivery scams are increasingly common so it’s
important to be vigilant. Look out for links with a series of
random numbers and letters. If you suspect a message may be
a scam, delete it immediately. 
A cross check of the tracking number from the retailer’s email
provides an alternative method of verification. The legitimate
website address is included in the link, indicating that this web
address is from TNT Express. Mikey is not compelled to just
click on the link, another method of rescheduling the delivery
is provided.


