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Phishing Expedition

Activity Overview

This activity focuses on helping consumers identify the ways in which they can
protect themselves from risks, such as debt and identity theft by becoming
familiar with scams and techniques employed by scammers. This activity takes
40 - 45 minutes.

This activity is suitable for year 9 — 10 and can accommodate groups of 30 — 40
students.

Aim

By the end of this activity students will:
e |earn what scams are and why they are used by scammers to harm
consumers;
e Know how to confidently identify common tricks used by scammers;
e Understand how to protect themselves from scams; and
e [earn where to report suspected scams to.

Materials Required

The materials required for this activity include:

e Phishing Expedition Slides provided by Curtin Business School;

e Print outs of the Phishing Expedition Worksheet provided by Curtin Business
School;

o Access to the Phishing Expedition Answer Sheet provided by Curtin Business
School;

e A3 Sheets of Paper for the final activity {the amount depends on how many
groups of students are created); and

e Markers and pencils for the final activity.

SetUp

No set up required.

Activity Outline
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Duration | Corresponding | Discussion Point
Slide
2 mins Slide 1 Introduce students to the workshop and ask students
to raise their hands if they know of anyone who has
been impacted by a scam.

Slide 2 Discuss the aim of the workshop.

2 mins Slide 3 Highlight that there are two main impacts of scams on
consumers.

Firstly, consumers are usually impacted financially, as
scammers will employ tactics to trick consumers in
giving them money or giving them access to their
financial records.

Secondly, consumers are impacted personally, as
scammers will work towards compromising consumers
online accounts to gain access to their data and will
steal their personal information to use for their own
benefit.

2 mins Slide 4 Discuss that scammers are constantly changing the
ways that they are reaching out to consumers with the
most current tactics involving via:

e Phone

e Email

o Website

e In-person

e Social media

e Text or SMS

5 mins Slide 5 Discuss with students that a common scam employed
by scammers is known as a phishing scam. A phishing
scam involves scammers tricking consumers by
pretending to be an organisation or a person that they
trust.

Scammers will use email, text messages or phone
calls to get consumers to click on a link or login into a
fake page to steal consumer data.

Slide 6 Phishing scams will typically employ the following
tactics:
e The text or email is not from an official service.
Official organisations will not use a ‘Gmail’
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account for their email and will use their official
name when sending texts;

e The text or email will not have a personalised
greeting and will only use greetings such as ‘Hi
Customer’ or ‘Dear User’;

e Typically the phishing scam messages will use
a threat or a demand to get consumers to
ignore all of the errors in the email and just act
quickly and click a dodgy link;

e The URL embedded in the message does not
match the email handle;

e There is often poor grammar and spelling
errors in the message; and

e Often times the offer being posed in the
messages dre too good to be true!

5 mins Slide 7 Let students know that this is an example of a real
phishing scam.

Show students that this is supposedly an email from
PayPal and is sent from ‘Account Support’, however,
the email handle is not from PayPal the official
organisation and is sent from a Gmail account.

Note how the message is not addressed to the
consumer personally but has a generic ‘Dear
Customer’ greeting.

Slide 8 Let students know that this is another example of a
real phishing scam.

Show students that this is supposedly an email from
Microsoft and is sent from the MS Online Services
Team, however, whilst the email appears to be sent
from the official organisation email for Microsoft
Services, note that they have spelt Microsoft wrong in
the handle.

Additionally, show students that while the link may
look like an official link which contains ‘https’ and not
just ‘http’, the URL for the link does not match the
organisation who supposedly sent the email. If this
was really from Microsoft the URL would include
Microsoft in the link address.

10 -15 Slide 9 Now it is time to test students understanding of
mins commonly used phishing scam tactics by getting them
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to individually complete the Phishing Expedition
Worksheet.

The student’s goal is to identify which messages are
real and which messages are scams and whuy.

Once all students have completed the worksheet use
the accompanying Phishing Expedition Answer Sheet
to check students work.

5 mins Slide 10 Let students know that while scams are everywhere
there are things that consumers can do to protect
themselves. Preventative techniques include:

e Installing multi-factor authentication on your
accounts, this ensures that when people with
access to others account details are trying to
access the unsuspecting accounts they will be
stopped at the subsequent security steps;

e Regularly updating your devices to ensure they
are up to date with the latest software to
protect against security threats;

e Educate themselves regularly to stay up to
date with the latest technigues being
employed by consumers

Slide 11 e Ensuring that consumers double check whether
messages they have received are from the
official organisation. This can be done through
either contacting the company directly or
checking with someone else.

e The mostimportant preventative measure is to
report any scams you receive to the proper
authority, this ensures that they are monitored
to warn other consumers and removed to
protect other consumers.

10-15 Slide 12 Now its time for the final activity. Split students up into
mins groups and have them design posters on the A3
sheets of paper. The goal of these posters is to spread
the word about being safe online and how to identify
and avoid phishing scams.

- Slide 13 Workshop Concludes.




