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P H I S H I N G
E X P E D I T I O N  

N a v i g a t i n g  t h e  W a t e r s  o f
O n l i n e  S a f e t y  

You follow Sam’s Instagram account under the name
sams_jams, where he likes to share pictures of his
homemade jams that he sells online and at markets.
You and Sam have messaged each other before, as
you have always wanted to attend a market and buy
some of Sam’s jams. 

One day you receive a direct message from Sam on Instagram. Based on this message
and profile is this real, or is this a scam? Explain why or why not.

s a m _ j a m

s a m _ j a m

J u s t  a  g u y  w h o  l i k e s  j a m s s s

1 3 8 2 3 K

W O R K S H O P
A C T I V I T Y



Dumpling City 

Dumpling City 

P H I S H I N G
E X P E D I T I O N  

N a v i g a t i n g  t h e  W a t e r s  o f
O n l i n e  S a f e t y  

Bree follows her favourite local restaurant “Dumpling City” on Facebook. This
restaurant will often hold weekly social media promotions that she will occasionally
enter. 

Bree receives a private message from the restaurant saying that she has won a
complimentary dinner. Is this scam? Explain why or why not.

Hi Bree,

Congratulations you were last week’s
winner of our ‘Like & Comment’
challenge! Feel free to use the
following discount code: QWERTY
online or in person to receive your
prize of a complimentary dinner. 

Head to our website for the menu and
our contact information. 

Thank you for your support of our
page - Dumpling City

W O R K S H O P
A C T I V I T Y



P H I S H I N G
E X P E D I T I O N  

N a v i g a t i n g  t h e  W a t e r s  o f
O n l i n e  S a f e t y  

Cathy has just completed her annual tax return with the Australian Taxation Office. A
few weeks go by and Cathy receives an email from the Australian Taxation Office (ATO)
with further details regarding her tax return. Based on this email, is this a scam?
Explain why or why not.  

cathysmith@gmail.com

australiantaxationoffice@gmail.com

According to our calculations, you are entitled to an
annual tax refund of $856.45. In order to have this
refund processed you will need to update your
financial information. 

Please urgently fill in and submit the attached form.

Regards,
Regards, 

Please do not reply to this email as this inbox is not monitored. 
You can update your preferences or unsubscribe anytime. 

REFUND - Secure Mail from the Australian Taxation
Office 

W O R K S H O P
A C T I V I T Y



ORDER#  YTREWQ

Hi Richard,

Thank you so much for ordering from Sneakin Shoes. Your order is currently being packed and will be
dispatched in 3-5 business days. 
Please note that due to high mail volumes worldwide, you may experience further delays. 

Your order:

To track your order, visit the AUS Express website and use the tracking number 918273645

See you next time!
Sneakin Shoes Sales Team 

P H I S H I N G
E X P E D I T I O N  

N a v i g a t i n g  t h e  W a t e r s  o f
O n l i n e  S a f e t y  

Richard has just ordered a new pair of sneakers from ‘Sneakin Shoes’. Richard
receives the following shipping confirmation from Sneakin Shoes. 

After one week, Richard receives the following text message. Is it a scam? Explain why
or why not. 

DETAILS RECEIPT

AUS_Express

Hi, AUS Express attempted to deliver your package 918273645 but you
were unavailable. Please visit https://ausexpress.com.au or the AUS
Express website to find out more on how to reschedule. Thank you, AUS
Express team. 

W O R K S H O P
A C T I V I T Y


