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Description

Multifactor authentication (MFA) is an essential security measure that provides an additional layer of
protection for your online accounts. By setting up MFA on your Android phone, you can ensure that your
sensitive information remains secure even if your password is compromised. The process of setting up
MFA on an Android phone is straightforward and can be completed in a few steps.

Procedure

1. On your computer, copy this URL into the search/browser bar: https://aka.ms/mfasetup.

2. Log into your Curtin University account.
Staff: stafflD@curtin.edu.au
Students: studentID@student.curtin.edu.au

This zrea is for Curtin Universiy S5 and Students
onby. Curtin sctively monitors the use of i ICT
Fagalitics ang servces, including content of all
SlECTRONE COMMUCETIONS, and reminds you that a
contravention of Unvessity ICT policies could result
in disciplinary acion.

3. Navigate to Security Info tab on the left and click Add sign-in method.

# [ | vy sign ins

[ — Security info

These are the methods you Use 10 5N IR0 your SCcoount of reset your password.

- natfcation Changs

SH-T5160 Delete

4. Choose the Authenticator app option and click Add.

Add a method



https://aka.ms/mfasetup
mailto:staffID@curtin.edu.au
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5. You will be asked to install Microsoft Authenticator app which you have already

done. Select Next.
Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

6. Select Next on the next page too
Keep your account secure

Your organisation requires you to set up the following methods of praving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

e N

7. You will be shown a QR code.
Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".
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8. On your iPhone, open Authenticator app.

Let's add your first account!

For further assistance, see the Help
section in the menu.

Already have a backup?
Sign in to your recovery account.

Begin recavery

n S = o =

Authentic.. Passwords Payments Addresses Verified IDs

Il O .4

10.
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11. Select Work or school account from the list.

What kind of account are you adding?

..= Personal account @
[
=. Work or school account @

Other account (Google, @
Facebook, etc.)

12. A new window will pop up, showing different options. Select Scan a QR code.

Add work or school account

EE Scan a QR code
|§| Signin

CANCEL

13. If this is the first time you are using Microsoft Authenticator app, it will request permission to
access your phone's camera. Select OK. This is necessary to allow your phone's camera taking
picture of the QR code.

Allow Authenticator 1o take pictures and
record video?

While using the app
Only this time

Deny
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14. Your phone will change to camera mode. Point it to the QR code that is being displayed on your
computer, and it will automatically capture it.

15. You will be shown a message, Account added successfully. Your Curtin account will get added
to Microsoft Authenticator.

- OB el

TofsoitnoriuA

o finug m
o o

yllutezeooue bobbs InuodoA

-] @® a8 % (]

aOibadinoV  sazaswbbA  atomyed  abrowssed .ifmariuA

> o 1]

16. On your computer, where QR code is being shown, select Next. You will get a number.

800001g@curtin.edu.au

Approve sign-in request

@ Open your Authenticator app, and enter the
number shown to sign in.

88

No numbers in your app? Make sure to upgrade to
the latest version.

Don't ask again for 90 days

More information

Cancel

This area is for Curtin University Staff and Students
only. Curtin actively monitors the use of its ICT
facilities and services, including content of all
electronic communications, and reminds you that a
contravention of University ICT policies could result
in disciplinary action.
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17. Type the same number in MS Authenticator app on your phone and select Done.

@ are youtryingto signin?

Curtn
BOUDD Ggcurtin s
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18. On your computer, you will get the message, Notification approved. Select Next.
Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

(© Notification approved

v/

19. You will be shown the Success! Message. At this stage you are successfully registered for MFA.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=
Microsoft Authenticator
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