
MFA | RECOVER MFA ACCOUNT AFTER

LOSING PHONE OR AUTHENTICATOR ACCESS 

Description 

Note 

Multifactor authentication (MFA) is an essential security measure that provides an additional layer of 
protection for your on line accounts. This guide explains how to remove old devices from the Microsoft 
Authenticator account and how to add a new device in the event a device is lost, stolen, or replaced. 

The recovery option Approve with Staff/Student Portal One Time Code is available only to remediate 
your account if you have lost access to your current authentication method. e.g. you have lost or 

changed your phone with your authenticator app. The Approve with Staff/Student Portal One Time 
Code is available for use a maximum of TWICE a month as the preferred authentication method is the 
Microsoft Authenticator app. 

Procedure 

1. Open an Incognito Window on your preferred browser and visit the link 
 

2. You will be taken to the Microsoft Sign-in page. Sign in with Student1D@student.curtin.edu.au and 

password. 

I I Microsoft 

Sign in 

~ student.curtin.edu.aul 

No account? Create one! 

Can·t access your account? 

aka.ms/mfasetup
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Curtin University 

@student.curtin.edu.au 

Enter password 

....... ···I 

Forgot my password 

-
This area is for Curtin University Staff and Students 
only. Curtin actively monitors the use of its ICT 
facilit ies and services, including content of all 
electronic communications, and reminds you that a 
contravention of University ICT policies could resu lt 
in disciplinary action. 

3. If you have already registered MS Authenticator, you will see the below. Since you have lost 

access to the authenticator app, select the I can't use my Microsoft Authenticator app right 

now option. 

~ urtin_edu.au 

Approve sign in request 

@ Open yoo, Authenticator app, and enter the 
numbe, shown to sigrl in. 

No numbers in your app? Make sure to upgrade to 
the latest version 

~ Don't ask again for 90 days 

( 1 c.n l use my Microsoft Au!hentiutOf ilPfl righi now I 

This area is for Curtin University Staff and Students 
only, Curtin octivelymonitOfS the use of its ICT 
facilities and services, including content of all 
electronic communications, and reminds you lhat a 
contravention of Universi ty ICT pohcies could result 
in disciplinary action. 

4. On the following page, select the Approve with Staff/Student Portal One Time Code option. 
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Curtin University 

curtin .edu.au 

Verify your identity 

A Approve a request on my Microsoft '1 Authenticator app 

Approve with Staff/Student Portal One 
Time Cod 
You will be redirected to complete sign -in 

You will be redirected to the Verify your Identity Sign in page. 

IMIM!i:lliihlM 
est.curtin.edu.au 

Redirecting 

You will be redirected to Curtin Log in to verify your 
ident ity 

Cancel 

This area is for Curtin University Staff and Students 
only. Curtin actively monitors the use of its ICT 
facilities and services, including content of all 
electronic communications, and reminds you that a 
contravention of University ICT policies could result 
in disciplinary action. 

5. Click on Next in the below prompt. 

Note: If you have both personal email address and phone number associated with the Staff/Student 

Account, you will have an option to choose where the secret code should be sent to. 

INIMHIMihlM 

Verify your identity 

You have registered s mobile phone number of t6W80'''"1 

Seloct the "Nmct" button to reset using en SMS code. 

ti those oootoct dotails are iocoooct. 

• Studonts: ploese cont&Ct ~ 

• Staff: plMse conti,ct Pooplo 3fld Cultu,v on 

~, 8 9266 9000. 

6. Enter the OTP sent to your mobile phone and click Next. 
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lidM'IIIPMhld 

Verify your identity 

En ter the secret code sent to your mobile phone 

(+61480*' ' *'1). 

One Time Password 

Next 

If you do not receive a code, please try an alternative 

contact method . 

7. You will be signed into your Microsoft Account. If you are on a Curtin device, check the Don't 

Show this again box and click on Yes in the Stay Signed in prompt. Choose No if you are not on 

a Curtin device. 

lidlM'llllHihlM 
est.curtin.edu.au 

Stay signed in? 

Do th is to reduce the number of times you are asked 
to sign in. 

0 Don't show this again 

No --

This area is for Curtin University Staff and Students 
only. Curtin actively monitors the use of its ICT 
facili ties and services, including content of all 
electronic communications, and reminds you that a 
contravention of University ICT policies could result 
in disciplinary action. 

8. Once you are signed in, under the Security Info tab, look for the authenticator app tied to the 

device you no longer have access to and remove it by clicking on Delete and then Ok. You will 

then receive a notification to advise Your authenticator app was deleted. 

~ o--- Security info 

·-
.,.., . ..,"'"l,.,., __ o,gn-inmedind-11~ ·-----·----c-. 
a-
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urity info 
i.w .. 11wmethods"°"-tostgn1Fm,p11«coUl'IC011..C~pemi,ord 

+ Add~inrnP!hid 

El ..,_. 

.... , out~ 
Delete authenticator app 

Ale '.,'Oil f11<eyou would Moo 10 delel.l' this 

method l,;w- yr:,,.. .-;~17 

Your authenticator app was deleted. 

Wed, 05 Feb 2025 04:18:34 G 

9. Once removed, click on Add sign-in method and choose Microsoft Authenticator . 

• Add a Mgn-in method 

[l ....,.., 

(fil) ~-- --

It _ ____ .,. __ _ 

10. Proceed to add the Authenticator App as per your device type as specified in the articles on the 

Multi-factor Authentication Help page. 


