Summary

This article explains how to set up Multi-Factor Authentication (MFA) using
a browser-based Authenticator extension (Google Authenticator
Extension) by manually adding your Curtin account details from
Microsoft’s Security Info page. It walks you through installing the
extension, retrieving the account name and secret key using the “"Can’t
scan image?” option, entering those details into the extension via Manual
Entry, and then using the generated one-time passcode (OTP) for future
sign-ins.

Environment

e User account: Curtin University account

e MFA platform: Microsoft sign-in / Security Info portal
(mysignins.microsoft.com/security-info)

e Supported browsers: Google Chrome, Mozilla Firefox, Microsoft
Edge

e Authenticator method: Browser extension (Google Authenticator
Extension) using manual entry (account name + secret key)

e Authentication type: Time-based one-time passcodes (OTP)
generated via the extension

Procedure

1. Visit the following links as per the preferred browsers to install the
extension:

e Chrome
o Firefox
. Edge

2. Click on the Add/Get options to add the extension your browser.


https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://addons.mozilla.org/en-US/firefox/addon/auth-helper/
https://microsoftedge.microsoft.com/addons/detail/ocglkepbibnalbgmbachknglpdipeoio

3. Click on the icon on your browser to manage the extension and
make sure you pin it to your browser.

4. Go to the following URL: https://mysignins.microsoft.com/security-
info.

5. You will be asked to initiate the MFA setup process once you log in with
your Curtin account.

6. Select "I want to use a different authenticator app”.

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Cancel Next

7. Select "Next”.

Authenticator app

Set up your account

In your app, add a new account.

8. Then select the “"Can’t scan image?” option.


https://mysignins.microsoft.com/security-info
https://mysignins.microsoft.com/security-info

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next"

Can't scan image?
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9. It will then give you the account name and secret key required to add
the account to the Authenticator Extension app. Example below. Keep
this open.

Authenticator app x

Scan the QR code

Use the authenticator app ta scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".
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Enter the following inte your app:
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10. Click on the Google Authenticator Extension’s icon from your
browser
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11. Click on the pencil icon at the top right corner of the window.
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12. Click on the plus button at the top right corner of the window. Select

"Manual Entry".
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13. Copy the Account Name from the Microsoft Sign-in page and paste it
in the Issuer field and copy and paste the account Secret Key
presented in the Microsoft Sign-in page in the Secret field, and then click

OK.
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Issuer

-@curtin.edu.au

Secret

(e )

» Advanced




14. After the new account is added, you will see a new entry in the
window.
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15. The next time you sign-in, click on the extension to see the OTP code
and enter it in your sign-in page if prompted to do so.

Once the Google Authenticator Extension is installed and your Curtin
account is manually added using the account name and secret key from
the Microsoft Security Info page, MFA is ready to use. From that point on,
whenever you're prompted during sign-in, open the extension, copy the
current one-time passcode (OTP), and enter it on the Microsoft sign-in
screen to complete authentication.



