
 

  

MFA | RECOVER MFA ACCOUNT AFTER   

LOSING PHONE OR AUTHENTICATOR ACCESS 

Description 
Multifactor authentication (MFA) is an essential security measure that provides an additional layer of 

protection for your online accounts. This guide explains how to remove old devices from the Microsoft 

Authenticator account and how to add a new device in the event a device is lost, stolen, or replaced.  

 

Note 
The recovery option Approve with Staff/Student Portal One Time Code is available only to 

remediate your account if you have lost access to your current authentication method. e.g. you have 

lost or changed your phone with your authenticator app. The Approve with Staff/Student Portal 

One Time Code is available for use a maximum of TWICE a month as the preferred authentication 

method is the Microsoft Authenticator app. 

Procedure 

1. Open an Incognito Window on your preferred browser and visit the link 

https://aka.ms/mfasetup   

2. You will be taken to the Microsoft Sign-in page. Sign in with StudentID@student.curtin.edu.au 

and password. 
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3. If you have already registered MS Authenticator, you will see the below. Since you have lost 

access to the authenticator app, select the I can’t use my Microsoft Authenticator app 

right now option. 

 

 
 

4. On the following page, select the Approve with Staff/Student Portal One Time Code 

option. 
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You will be redirected to the Verify your Identity Sign in page. 

 
 

5. Click on Next in the below prompt. 

Note: If you have both personal email address and phone number associated with the Staff/Student 

Account, you will have an option to choose where the secret code should be sent to. 
 

 

 

6. Enter the OTP sent to your mobile phone and click Next. 
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7. You will be signed into your Microsoft Account. If you are on a Curtin device, check the Don’t 

Show this again box and click on Yes in the Stay Signed in prompt. Choose No if you are 

not on a Curtin device.  

 
 

8. Once you are signed in, under the Security Info tab, look for the authenticator app tied to the 

device you no longer have access to and remove it by clicking on Delete and then Ok.  You 

will then receive a notification to advise Your authenticator app was deleted. 
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9. Once removed, click on Add sign-in method and choose Microsoft Authenticator. 

 
 

10. Proceed to add the Authenticator App as per your device type as specified in the articles on the 

Multi-factor Authentication Help page. 

 

https://www.curtin.edu.au/students/essentials/it/guides/multi-factor-authentication-help/

